About PSC
With offices in the USA, Canada, UK and Australia, PSC is a leading PCI company, covering PCI DSS,
PA DSS, PCI 3DS, PCI PIN, PCI Card Production, P2PE, PCI ASV, and PCI Forensics Investigations
and Approved Scanning Vendor. PSC is one of an elite few companies qualified globally to provide
expert services and solutions to organizations that require specialist compliance or consulting
support in the areas of Payments, Security, or Compliance.
To ensure independence, PSC does not represent, resell or receive commissions from any
third-party hardware, software or solutions vendors.
Payments, Security & Compliance

Approach

PSC’s focus is exclusively on Clients that accept or process payments
or technology companies in the payment industry. All staff at PSC
has either worked within large merchant/retail organizations or service
providers. Each partner at PSC has held executive management
positions with responsibilities for payments and security.

PSC’s approach includes a high-touch, hands-on methodology, that
helps guide our Clients from consideration of strategic alternatives all
the way through implementation and sustaining activities. The PSC
team works closely with Clients to understand their objectives, produce
pragmatic and actionable plans, and aid in execution as required.

Certified with the PCI Security Standards Council as a:

Clients

• Qualified Security Assessor Company (QSAC)

• Major financial institutions

• Payment Applications Qualified Security Assessor company (PA-

• Domestic and global retail organizations

QSAC)

• Point-to-Point Encryption Qualified Security Assessor Company

(P2PE QSAC)

• Point-to-Point Encryption Payment Applications Qualified

Security Assessor Company (P2PE PA-QSAC)

• PCI Forensics Investigator Company (PFI)
• PCI PIN Assessor (QPA)
• Token Services Provider Assessor Company (TSP)
• Approved Scanning Vendor (ASV)
• 3D Secure Assessor Company (3DS-QSA)

• Internet merchants, direct marketing, and mail order
• Service providers who accept, store, or transmit payments
• Payment service organizations
• Third-party processors
• Independent Sales Organizations (ISOs), merchant and payment

service providers

• Accounting and audit firms
• Software publishers
• Technology companies
• Startups and emerging technologies

Certified in the following programs:
• PSC is certified as a Card Production Logical Security, Physical

Overview of PSC Services

• PSC is approved as an EI3PA Assessor for Experian Information

PSC services are delivered by a team that has both business and
technology expertise specifically related to payments and security. This
unique blend of experience and skills allows the PSC team to take a
truly holistic approach to the analysis, design, and implementation of
payment and security solutions.

Security, Ready Site Security and Over the Air Assessor
Company for Visa, Inc.
Solutions, Inc.

PSC provides a complete suite of solutions in the areas of Payments,
Security, and Compliance. Our customers often recognize greater
value from the PSC team by utilizing our skills in overlapping areas,
such as security of payments related customer information, design
of security protocols for payments or fraud and risk management of
payments programs.

Services
Payment Card Industry Data Security Standard (PCI DSS)
All Merchants, Financial Institutions, Processors, and Service Providers that store, process, or transmit cardholder data must be PCI DSS
compliant. PSC has years of experience and the expertise required in both the technical and business management of an assessment to assist
companies accepting or processing payments, in achieving compliance. PSC can validate that PCI requirements are met both domestically and
globally. We review and understand the Client’s business processes first and work with the client in recommendations and remediation needed
to achieve compliance. PSC is completely independent and does not sell, promote, or license any hardware or software. PSC provides pure,
independent, business-focused compliance services. PSC is also an ASV, providing attested scan services to meet requirement 11.2, and penetration
testing services to meet requirement 11.3.

Payment Application Data Security Standard (PA-DSS)
PA-DSS is the Payment Card Industry Security Standards Council managed program for payment applications. For purposes of PA-DSS, a
payment application is defined as one that stores, processes, or transmits cardholder data as part of authorization or settlement, where the payment
applications is sold, distributed, or licensed to third parties. The goal of PA-DSS is to help software vendors and others develop secure payment
applications that do not store prohibited data, such as full magnetic stripe, CVV2 or PIN data, and ensure their payment applications support
compliance with the PCI Data Security Standard upon implementation. As PA-DSS migrates into the new software security standards from the
Council, PSC’s expert assistance will eliminate unnecessary effort and guide our customers through the changing landscape.

PCI Point-to-Point Encryption Assessment Services (P2PE)
The PCI Point-to-Point Encryption (P2PE) standard relates to hardware-based point-to-point encryption (P2PE) services. These services, provided
by acquiring processors and payments gateways, utilizing PCI Point of Interaction (POI) validated terminals to provide encryption of cardholder
data from the retail establishment through to the acquirer. The standard is also applicable to institutions that provide some part of the P2PE value
chain including Key Injection Facilities, Certificate Authorities, and Software Developers that develop software for POI devices. PSC provides
P2PE assessments service, as a qualified P2PE QSA for solutions and components and P2PE PA-QSA for applications, certified by the PCI Security
Standards Council.

PCI Card Production Logical and Physical Assessment
PSC is fully certified to perform pre-site, initial, and annual inspections for Visa program vendors in the following areas;
• PCI Logical and Physical
• PCI Mobile – over the air (OTA)
• Visa Ready Site Security Assessments

PCI PIN Assessment (PCI PIN)
The PCI PIN standard relates to the encryption and protection of PIN data from the point of entry through each stage of transmission. PSC has
extensive experience as Visa Security and TR-39 Assessors and is one of the first companies to be certified as Qualified PIN Assessors (“QPA”) by
the PCI Security Standards Council.

PCI Token Service Provider Assessment
The Tokenization Service Provider standard applies to service providers that provide network tokenization services, issuing and maintaining
tokens that may be utilized in lieu of credit cards for transactions. PSC provides full assessment services, in conjunction with the required PCI
DSS assessment of the token environment. TSP requirements are additional to PCI DSS requirements, defined by the EMVCo framework and
compliance is driven by the payment brands.

PCI 3-D Secure Assessment
PSC conducts 3DS Assessments for merchants, payment gateways and acquirers. EMV® Three-Domain Secure (3-D Secure, or 3DS) is a messaging
protocol that enables consumers to authenticate themselves with their card issuer when making card-not-present (CNP) purchases. The standard
applies to entities that perform or provide the following functions: 3DS Server, 3DS Directory Server, or 3DS Access Control Server.

Penetration Testing
Application and Network Layer Penetration Testing
Network and application penetration tests are different from vulnerability scans in that penetration tests are manual, focused examinations of a
Client’s security controls. Rather than providing a laundry list of potential vulnerabilities, PSC Penetration Tests simulate an attack, using the
methods and tools favored by hackers. While performing all tests, it is PSC’s goal to go beyond the specific regulatory requirement and provide
value to the Client’s overall security initiatives.

Web Application Security Testing
PSC utilizes automated and manual testing procedures that are customized for the specific application. Testing is based on the Open Web
Application Security Project (OWASP), CWE/SANS Top 25, and supplemented by information from various industry sources such as whitepapers
and conference presentations. Our assessors stay abreast of new developments in the web application security field in order to ensure that the tests
meet the highest standards.

PSC FIRST Key-Lightweight Penetration Testing Platform
The PSC FIRST (Flexible Internal Remote Systems Testing) Key is a lightweight penetration testing solution that combines the best of on-site and
remote testing capabilities. Self-configuring with built-in diagnostic tools, FISRT Key is delivered on a USB flash drive and provides the client the
ability to spot check and understand their environment’s vulnerabilities.
Designed with security built-in, the FIRST Key converts any user workstation to the platform for penetration testing, without touching the
system’s hard drive. It uses full disk encryption to secure all test results and communicates to the PSC Operation Center over an encrypted SSH
tunnel over a single outbound port. Because it is based on Ubuntu Linux, it’s unaffected by the malware common to Microsoft Windows solutions,
protecting the security of the network.

Vulnerability Scanning (ASV)
PSC’s Vulnerability Assessment service is designed to identify critical flaws in an organization’s external and internal networks that an attacker
could exploit. Scans assist in the identification of vulnerabilities and misconfiguration of web sites, applications, and information technology (IT)
infrastructures with Internet-facing IPs. PSC offers services for scanning external infrastructure to meet PCI DSS Section 11.2, and can help
develop an effective program for vulnerability management of internal assets.

Wireless (Wi-Fi) Vulnerabilities
Wireless networks pose a greater risk as hackers refine the techniques for cracking the security controls of Wi-Fi security and encryption. As a
compliment to Application and Network Layer Penetration Tests, PSC conducts WLAN Penetration Testing to determine the vulnerabilities
posed by the poorly secured WLAN.

Social Engineering Tests
Social engineering refers to techniques of exploiting an organization’s employees’ better nature and willingness to be helpful. In a social engineering
attack, an attacker uses direct interaction with the staff to access information about the organization or critical computer systems. These tests
amplify the level of security awareness among the Client’s employees.

Other Services
Training and Awareness
Training has become increasingly important for any organization wishing to obtain certification to any standard (PCI, ISO, AICPA etc). PSC
offers a range of training solutions:
• Secure development (OWASP, SANS and PCI requirements)
• General security awareness
• Focused security awareness for IT and Management
• Basic Incident response training through to advanced training with tabletop exercises suitable for all employees
• Code review process training
• Introduction to standards (PCI DSS, ISO, etc.) for management

Training programs are individually tailored to the needs and employee requirements of the organization. With a highly interactive presentation
style, PSC trainings offer hands on workshops, exercises, technical and non-technical written tests (depends on course type and requirements).
Every student receives a certificate of completion that may be eligible for professional CPEs.

PCI Forensic Investigation (PFI) and Forensic Consultation Services
PSC is certified by the Payment Card Industry Security Standards Council and card brands as a PCI Forensic Investigator (PFI) Company. When
an entity that stores, processes, or transmits payment card data is compromised and is the subject of a security issue, that entity may be required
to engage a PFI to assess and report on the breach. PSC provides discreet onsite inspection of systems, networks, and applications to provide
information as quickly as possible to identify the source and scope of the breach. This ensures that appropriate remediation can be applied to
mitigate the impact of the breach and return to normal operational capabilities as soon as possible. This process can be applied when a breach is
suspected, during a breach, and after a breach has been confirmed.
PSC also provides forensic services to Clients who do not need an official PFI report and for non-breach related needs:
• Incident Response - In the case of a breach, PSC works with the client to re-establish business continuity as quickly as possible. PSC uses the latest
tools and techniques to perform a detailed forensic review. After the onsite review has been concluded, PSC produces a forensic report that details the
nature of the breach, the root causes, as well as provides remediation steps and recommendations.
• Forensic Consultation Services - PSC recognizes that businesses in the payment card industry have non-breach related needs for forensic consulting
related to payment card data and PII, including assessing overall security and compliance posture. PSC offers a highly specialized forensic payment
application analysis to assess the security of existing payment applications, systems, and underlying architectures.
• For customers who may not use PSC for PFI-specific investigations, PSC provides threat hunting services and education for teams on how to hunt
and respond to threats. This area also includes investigations for non-payment card related matters that may include results internal employee
misadventures, reaction to business e-mail or supply-chain events, and investigations involving capture and analysis of memory, network data, and
systems.

GDPR &CCPA Risk Assessment
•

European Union Data Protection Directive

•

Asia-Pacific Privacy Charter Initiative

•

UK Data Protection Act

•

Asia-Pacific Economic Cooperation Privacy Framework

•

Canada Personal Information and Electronic Documents Act

•

California Consumer Privacy act

PSC validates entities where the protection of personally identifiable information (PII) is of critical importance. This process includes a review
of applicability data retention/disposal; a full assessment of principles; documentation of policies and procedure that will support the principles;
assistance in implementing the policies and procedures; testing of the effectiveness of controls; and assistance with completion of associated
attestations if required.

Other Services
EI3PA Assessment
PSC provides customers desiring compliance with the Experian Independent 3rd Party Assessment (EI3PA) with a Report on Compliance (ROC)
and an EI3PA certification. An EI3PA assessment is an assessment of an Experian Reseller’s ability to protect the information purchased from
Experian. PSC will evaluate the Reseller’s information security based on the requirements provided by Experian. PSC has extensive knowledge,
skill set and experience with the PCI standards and how to apply them to the EI3PA assessment.

Policies and Procedure Documentation
Development and implementation of a comprehensive documentation set is vital for any organization that wishes to achieve compliance to
any standard. PSC offers a range of documentation products for all compliance targets and these are completely customizable for any size of
organization.

Information Security Managements Systems Standard Readiness
PSC staff has direct experience in the readiness and assessment of important international standards, including:
• ISO 27001/2

• ISO 9000

• ISO 9564

HIPAA Preparation
PSC provides a comprehensive assessment process for any organization that is subject to HIPAA regulations. PSC will provide guidance for the
organization to determine their applicability to the standard as a covered entity and to make sure that organizations are implementing the correct
administrative, physical, and technical controls for HIPAA compliance.

SSAE 18 Preparation
PSC provides a Statement on Standards for Attestation Engagements readiness assessment consisting of examining the service organization’s
description of controls to determine fairness, suitability of design and operational effectiveness.
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